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Executive Summary

For any enterprise today the two most predominantly used business

applications are databases  and messaging. According to market research
50% to 55% of organizations deploy SQL servers for their online transaction

pro cessing (OLTP) needs. Online Analytical Processing (OLAP) is yet another
widely used database category used by businesses for their Business
Intelligence (BI) and Decision Support System (DSS ) requirements. Here
again there is widespread deployment of SQ L servers .

Best practices are important to database administrators (DBA) to plan for
functionality, growth and stability. The two most popular Database servers in
the Industry today are MS SQL and Oracle Servers. This document focuses
on the configuration s using MS SQL.

While using SQL, you again have a choice of using Direct Attached Storage
(DAS) servers or SAN Attached Storage. The advantages of using SAN

needs no introduction and as a result such configurations are prevalent in

the Enterprises these  days. A single consolidated database server along with
a SAN Server has many advantages over using multiple individual servers

with discrete internal storage. Using a properly optimized storage array in
conjunction with a 64  -bit architected single server, results in simplified
management, decreased hardware maintenance an d administration costs,
and improved performance. In addition , the hardware simplification alone
yields improved reliability due to fewer points of failure and results in

enhanced database scalability.

With the advent of Microsoft SQL Server 2008, it IS now easy to identify and
avoid potential bottlenecks, tune your applications and maximize the

performance of your array  -based storage solution.

Before we proceed further, it may be worthwhile to consid er the important
components of a datacenter deploying SQL servers.
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IP_SAN Network

SAN Server - StorTrends

Figure: Components of a SQL deployment

The above picture shows that you have a se t of Database clients connected
over the LAN network to SQL Server(s). These SQL servers are also known

as Application Server s. These Application Servers are in turn connected to
external Storage Servers on a SAN interconnect. The SAN interconnect

could be FC or iSCSI. StorTrends is an IP -SAN server and this document
would, therefore, focus on IP -SAN.

It is needless to menti  on that to achieve the best in class performance and
functionality, every department of the configuration has to be carefully

designed and tuned. To have a good grasp on your environment, you need
to have in -depth knowledge of OS, Networking, SQL servers, Database
applications and SAN storage.

It is easy to appreciate that the configurations and performance
requirements could be very diverse depending on the use case and,
therefore, i1t iIis not possible to dish out

for every environment. Therefore, in this document we present some very
important guidelines or recommendations to ensure that you have a
reasonably good deployment for your SQL needs.

Tuning the database application to scale with demand and offering
acceptable and predictable performance under a wide variety of workload sis
by no means a trivial task.
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Here we provide:

Best practice recommendations encompassing configuration, design,
and deployment for your Application Servers, OS, Networking
infrastr ucture and StorTrends SAN Server

Workload performance and behavior

Tuning and optimizing the datastore layout

General recommendations for setting up the storage and servers for
optimal performance

Setting up a robust and fault -tolerant SQL server envir  onment with
SAN storage servers is very important. This topic is covered towards
the end of the document.

Finally, do understand that every environment is unique and yours is no
exception. Some of the recommendations provided may not apply to you
and dep ending on your situation you may have to adapt different practices

to ensure optimal functionality in your environment.
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Best practices for your Application Server and OS

Every environment is special in some ways - Understand your environment
and plan appropriately . The important items to look at here are:

The computer hardware used

Memory size

Type of CPU and number of CPU cores.

SQL server version: 64 bit SQL 2008 Enterprise server is the best

OS: 64 bit W2K8 server is the most desirable

File system parameters and alignments

Storage Server connectivity: Use teaming and/or MP1O

Your DR and backup strategy

O OO0 O0OO0OO0O0Oo

There are a few important criteria to ensure an optimally designed
environment.

Workload:  The first and foremost is to understand workload (I/O act ivity).
Heavy workloads may put more strain on the disk subsystem and a

suboptimal storage configuration may offer inadequate performance and,
thereby , render the configuration unacceptable. As a general

recommendation, Microsoft suggest s thatthe | /O latencie s should be kept
within 20 ms.  Please note that this is not a hard or binding requirement but
is a general guideline to ensure acceptable overall transaction performance.
Here again, a few factors play vital roles.
o Design matters 1 make sure thaty our design of database
tables, their grouping , and layout are thoughtfully architected.
o Next, the RAID configuration, number and type of disks used
are to be carefully determined
0 NTFS cluster size (Allocation unit) is to be properly selected
while format ting the file system.
o Partition alignment is supremely important if you are using
W2K3 server
o Optimal network conditions are to be guaranteed both for
primary 1/0Os and replication 1/0Os
o Proper choice of OS and SQL server is yet another key factor.
o CPU type and number of cores play a big factor
o Server memory size has a lot to do to ensure acceptable system
performance
o Checkpoint behavior has to be properly customized as that may
have a telling performance impact.
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Service availability, Replication and Recover y strategy: Before getting
into the depths of the design you must consider your recovery goals and
infrastructure limitations. The key factors here include:

o Recovery Point Objective (RPO) i This is a measure of how much
data loss can be tolerated. For a zero RPO, use StorTrends HA
configuration, this is better than using SQL database mirroring.
The latter being log  -shipping solution may inflict some data loss.

o Recovery Time Objective (RTO) T This is an indication of how
much time it takes to be up and ru nning again after an outage.

This includes time to recover data, bring back the databases
online and potentially redirect the applications to the backup

database.
o Bandwidth and latency of inter -site links 7 Remember during
replication all the written data has to be moved over the link to

the secondary system. Any additional latency for this replication
will add up to the overall write latency. As mentioned earlier, it
is better to keep the latencies below 20 ms for acceptable
transaction performance.

Important

0 You must have a good backup strategy. Use Backup
software that use VSS infrastructure for snapshots.

0 Use StorTrends scheduled snapshots for quick and easy
recovery from logical disasters.

o Understand that snapshots may have some performance
impacts and also consume storage capacity

Monitoring Performance and other important system states: Needless
to mention here, make it a habit to continuously monitor certain key
parameters like 7 1/O response time, CPU utilizat ion, Memory utilization,

network performance and parameters, system states, storage capacity
utilization, disk states.

Windows tracks many important system parameters and allows you to

monitor them using a graphical tool called Perfmon. You may also use the

SQL 2008 Server 6 Resource Governoro tool to
act on issues that may need attention.

While all the parameters tracked are important, some of them are more so
than others. Here are a few suggested parameters that you may want to
monitor and track:
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V 1/ O performance counters in Perfmon

o0 Read and Write latencies: Average Seconds per disk reads and writes.
These should be 20 ms or less.

You may want to use StorTrends write caching for Advanced Caching
Module (ACM), RAID controller and Physical disks only if you are sure
that your environment is protected by UPS.

Monitor extensive performance parameters offered by StorTrends SRM
module.

V  Windows Perfmon Counters

0 Available Megabytes 0 f memory: Make sure that you hav e atleas t 100
MB available

o PagesInput/Sec: Thisist he rate at which pages are read from disk. A
value less than 10 is very good.

o Pages/Second: the rate at which pages are read and written to disks.
This should not be higher than 600 for a fast Storage Subsyste m.

V Memory Manager parameters

0 Memory grants pending: This is the number of processes waiting for
workspace memory grant. This should be close to zero.

SQL Server PerfMon counters for access methods

and buffer manager
SQL Access methods

o Forwarded Records /Sec <10 for 100 Batch Requests/sec

o Index searched/sec and Full scans/sec: Index scans/sec: Full scans per
second >1000

o Page sp lits/sec < 20 Page splits/sec per 100 Batch Requests/Sec

Buffer Manager Counters

Buffer Cache hit ratio (value of 90 -95% is excellent)

Free list stalls per sec (< 2 is good)

Free Pages (> 640 is good)

Lazy writes / sec (< 20 is preferred)

Page life expectancy (should be > 300 seconds otherwise there is
memory pressure at play)

o O O O O
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o Page lookups per second ( Page lookups/sec) / (Batch requests
/second ) should be <100
o0 Page reads/sec and page writes/sec (< 90 is good)

Validate Failover and Recovery: Try to simulate various failure modes
and investigate the recovery behavior to see if your service level agree

are getting honored. This is best done before bringing the system up for
business deployment. Also, time to time fire -drills to ensure correct
functioning of DR strategy during operation could be very beneficial.

Application Server side configuration and optimizations

SQL server code running on the application server is the driving engine for
your database environment. So it stands to reason to make sure that the
right version of SQL server is selected and proper tuning has gone into th
design.

ments

0o SQL and Windows version: For small databases a 32bit SQL Server

running on a 32bit Windows Server may do. However, it is best to go
for a 64bit SQL 2008 server Enterprise Edition  running on 64bit

Windows 2K8 server for medium to large enterpri ses. Present day

business economics and technology standards are favoring adaptation

of 64bit platforms, especially for server hardware. 64 -bit computing

has many advantages over the 32 - bit architecture. The following is a

list of advantages for 64bit arch itecture:
V Large memory addressing : The 64 -bit architecture

offers a larger directly  -addressable memory space. SQL

Server (64 -bit) is not bound by the 4 GB memory limit of
32 -bit systems. Though there are techniques like Address

Window ing Extension (AWE) fo r using larger memory in 32

bit systems, they suffer from performance inefficiencies.

V Enhanced parallelism : The 64 -bit architecture provides

advanced parallelism and threading. Improvements in

parallel processing and bus architectures enable 64 - bit

platfo rms to support larger numbers of processors (up to
64) while providing close to linear scalability with each
additional processor. With a larger number of processors,
SQL Server can support more processes, applications, and
users in a single system.

V Same a pplication code : You can migrate to SQL Server

2005 (64 -bit) and achieve new levels of application
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scalability without having to change any application code.
Migrating current databases to a 64 -bit environment can

be achieved by performing a simple databas e backup from
the 32 -bit server and restoring the backup on a 64 - bit
server

V Reduced TCO : Total cost of ownership (TCO) can be
reduced with a 64  -bit system through consolidation,
reduced licensing fees, and higher transaction throughput.

By leveraging thet remendous scalability and memory
addressability of the 64  -bit architecture, SQL Server 2005
(64 -bit) can host increasingly large and complex database
and analysis applications, and support server consolidation
on large -scale SMP systems with many processor S.

V Server consolidation : The additional processor and
memory headroom available within the 64 -bit environment
enable significant scale -up and server consolidation
opportunities. A large number of consolidated databases
can fit into a single SQL instance that has sufficient
memor vy .

V Improved bus architecture and cache : The improved
bus architecture enhances performance by moving more
data between cache and processors in shorter periods. A
larger on -die cache allows for faster completion of user
requests and more efficient use of p rocessor time.

o Large Memory: Use large memory for SQL Server application and
leave around 10 -20% for OS. SQL caches a lot of data base pages in
its available work memory. So when you have large memory available
for SQL, it would store a lot of data page s in them and this caching
action would improve performance and reduce disk 1/Os.

o Use multiple CPU/Cores: MS SQL server is designed  to enhance
performance by employing parallelism. Generally more processing
cores will yield higher transaction performance.

o Employ multiple network links and MPIO: To enhance I/O
performance it is best to use multiple network connections and employ
multi - pathing (MPIO)

o0 Use Jumbo frames: SQL transactions predominantly use 8KB I/Os,
but the default TCP/IP frame size is 1.5KB. This forces multiple frames
per 1/0O and thus adds overheads including CPU interrupts and context
switches. It is best to use 9KB jumbo frames for this purpose, but
make sure that the network switches you use support jumbo frames.

o Customize Chec kpoints: As you may know, SQL keeps
pages in memory to improve transaction performance. Any system

11
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failure may be recovered from by using data saved in the log files.
Completed but unwritten transactions can be rolled forward from the
log s and incomplete transactions will be rolled back to bring database

to a consistent state. During check pointing, SQL ensures that the
6dirtydé pages are written so that the reco
there be a need for recovery. Using default che ck pointing, a lot of

data is written onto the disks causing excessive 1/0s. Using the Lazy
Writer can assist in smoothing out a lot of this 1/0 surge and thus

i mprove performance. The Orecovery inter
server allows you to control thi s behavior.
o0 SQL aware virus scanners: If you are using virus scanners make

sure that they are SQL aware. Failing this, they may lock important
database files preventing writes to the database.
0 Be careful if you are using defragmentation tools: These tools
may lock files and thus prevent database writes.
MS SQL works on SAN volumes when you use external Storage Servers like
StorTrends. Itis best to use NTFS File system to create these database
filegroups and files. You have to take care of tw 0 very important factors
while creating the file system:
o Partition alignment: Windows always creates file systems on
partitions after an initial section on the disk called the Master Boot
Record or MBR. As the file syste m partitions, by default, start on track
boundaries after the MBR. Unless special care is taken, the t rack
where the first volume partition starts is on sector 63 with W2K3
servers and its predecessors. This is not a rou nded number and
never fall s on a RAID stripe boundary. Itis not di fficult to see that the
SQL I/0Os, which are predominantly 8KB in size , may very frequently
fall on two RAID stripes. This will cause the | / O to be split into two
I/ OS on different physical disks. This additional split in 1/Os cause s
noticeable performance dips and should be avoided. The following
picture from Microsoft shows the performance impact for unaligned file
system partitions.

12
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Disk Alignment Experiment
73GB 15K SAS DAS RAID 10

o Duration (s)
®mLatency (ms)

6 Disks — Not Aligned 6 Disks — Aligned 8 Disks — Not Aligned 8 Disks — Aligned

Figure: Effect of misaligned Filesystem partition (Microsoft)

The bestwaytoavoid t his is to use a tood fcradmhmed o6d
Microsoft. This has an  Align option that enables you to create aligned
parti tions. Use this option to align file systems at integral multiples of

RAID stripe size , which is 64KB for StorTrends.

Note: If yo uare using the W2KS8 server, Windows will automatically
create new file systems at MB (megabyte) boundary and thus will
alleviate this negative performance impact.

0 NTFS instead of raw partition: Though Microsoft SQL server is
designed to work on raw partition, which may of  fer a slight
performance gain, i tis desirable to use a file system. A file system
offers better manageability and Microsoft recommends the use of this.

0 NTFS cluster size: The next care you must take is to define the
cluster size o r allocation unit size while formatting the file system. The
default cluster size used by Windows is 4KB. This is the size of the
allocation unit Windows uses to store files. For SQL servers, this is
very undesirable and has a huge performance impacts. SQL, which
uses 8 KB 1/0 size to read and write database pages, may often result
in splitting a page | /O on two non -contiguous clusters. As a result this
will generate two |  /Os every so often and hurt the transaction
performance. Use the /A :Size option while formatting the file system
to create a 64 KB cluster size.

13
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The following pictorially depicts the adverse effects of having a
misaligned Filesystem partition and a NTFS cluster size that is not a

multiple of SQL page size. You can easily see that one SQL page write
(or read) may result in 4 logical disk 1/0Os (hatched blue segments)

SQL Page

N

Cluster

m File system

RAID Stripe

Figure: Effect of misaligned Filesystem and small NTFS cluster

Shown below is a pictorial view of the merits of having an aligned Filesystem

partition and a NTFS clu  ster size that is a multiple of SQL -page size. Here
you get one logical disk 1/0 per SQL -page /O (hatched blue segment)
SQL Page
Cluster

File system

Figure: Merits of aligned Filesystem and large NTFS cluster

Consider using SQL 2008 Server

14
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As the challenges and complex itiesin running a datacenter are soaring day
by day, it is best to consider using enhanced application servers and tool
sets.

SQL 2008 is the latest introduction from Microsoft and has some very
specific enhancements along the lines of security, reliability, perf ormance
and manageability.  Here is a list of some key new features

Security and Data Auditing
o Transparent Data Encryption
o External Key Management
o Data Auditing
Availability and Reliability
o Hot Add CPU and Memory
o Enhanced Database Mirroring
Performan ce
Data Compression
Backup Stream Compression
Performance Data
Improved Plan Guide
Resource Governor
Management
o Policy -Based Management Framework
o Integration with Micro  soft System Center -
o Extended

o o
o O o o o

Resource Governor

Of all the new enhancements in SQL 2008, Resource governor stands out the most. Resource Governor
is a new tool that comes very handy for a DBA for monitoring and managing key shared system
resources like Memory and CPU.

In a production environment the DBA may often encounter certain spikes due to unmanaged resource
utilization causing performance bottleneck and unpredictable behavior. Resource Governor enables DBA
to specify limits on the amount of CPU and memory which the incoming sessions to the SQL Server can
use.

Important

Use Resource Governor to better understand your system workload and

partition CPU and Memory resources intelligently. This will allow you to
experience acceptable and predictable system performance during varying
and high workloads.

15
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Best practices for your StorTrends SAN Server

The SQL database uses SAN and the tables reside as files in the Operating

Systems space. There are three such types of files :
o primary
o secondary
o log
Each database consists of at least two files: one is a primary data f ile (.mdf

extension by default and the other is a log file (.Idf extension by default).
There are also optional secondary data files (.ndf extension by default). A
database can have only one p  rimary data file, zero or more secondary data
files, and one or more log files. Each database file can be used by only one
database. The data files (.mdf and .ndf) are combined into filegroups. A
filegroup is just a collection of one or more database file s. Each database file
can be a member of only one filegroup. Log files, on the other hand, are not
members of filegroups, but are managed separately. If you don't specify

user -defined filegroups, your database will contain only a primary filegroup,
which w ill be also the default filegroup. The primary filegroup contains the
primary data file with all system objects in it (system tables, system stored
procedures, extended stored procedures and so on).

The filegroups play the following major roles: Logical g rouping of ta bles for
better manageability, s  egregation of the database into different resources

for faster performance and quicker recovery by allowing partial recovery of

files and filegroups instead of having to recover the entire database should it

be implemented as one big file.

Note

When using StorTrends, you need not spend too much time worrying about
the placement of Files and file groups on specific Physical disks for
performance. StorTrends ensures that it places data striped widely across
all the physical disks  of the SAN volumes thus guarantee ing good
performance.

MS SQL Servers uses three specific storage areas for tempdb, the
transaction log file, and data for user -defined databases. Tempdb is a shared
working area for all databases on the server and for activities such as

creating temporary tables, sorting, and processing sub -queries. The
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transaction log file stores th e details of modifications made t 0 a SQL Server
database along with the details of the transactions that were performed
during each modification.

Data for user -defined databasesis stored in a separate data storag e area.
This data file contains user -defined database objects such as tables, indexes,
and stored procedures. Microsoft best practices recommend S separating the

tempdb and transaction log files onto separate physical disks 8 which, for the
StorTrends means s eparating these files onto theirown  San Volumes created
in separate containers.. This separation, according to Microsoft, can enhance
I/O performance by ensuring that these files do not share the same physical
disks.

Note that even if you create multiple volumes inside the same container on

StorTrends, good performance will be guaranteed by StorTrends. However,
more than the performance impact, separating the volumes in separate
RAID sets is good from the standpoint of recoverability.

Microsoft recomme nds following best practices for SQL servers
1) Spread database objects across multiple disks.
2) Limit the number of data files based on number of processor cores.

When using external SAN storage like StorTrends, you enjoy many
advantages. All these stem out from the merits of storage consolidation.
Reduced TCO, ease of manageab ility by centralizing storage, a rray based
rep lication, high availability of s torage, state -of-the-art Storage Resource
Management (SRM), thin  -provisioning, and i ndustry leading RO W snapshots
are to name a few. Each feature in itself stands out, but thin provisioning
requires a special mention for this discussion. Thin provisioning allows the
IT administrator to safely provision as much logical capacity as needed by

the applicati on over the lifetime of the system. Unlike conventional
provisioning all the promised capacity is not allocated during creation.

Instead, the capacity is allocated only when needed 1 this is also known as
dedicate -on-write or just -in-time storage. There is, however, a flip side to
this.  Not all applications are thin p rovision friendly by design. Till recently

MS SQL servers also belonged to this so called categor y of thin -provision
busters. During creation of database, the older version of SQL servers w ould
initialize the entire database files. This would, therefore, force to allocate

the entire capacity even for a thin -provisioned volume. The good news is

t hat SQL 2005 servers and | ater have
I nitial i zat i o ragability, th4iSQLhserters ins longer need to zero

out the entire file during creation. Note that the log files do not support

6l nstant Fi |l e. ILogifilkts ard initmlZedi watn Heros to ensure
performance and recoverability, so do not create | og files on thin  -provisioned
volumes.  When you employ thin provisioning, the IT administrator has to
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religiously monitor the capacity usage and purchase additional capacity at an
appropriate time. Failing this, if the sto rage capacity depletes and the
storage s erver is not able to allocate capacity on a write, the Filesystem
and/or the application may crash leading to serious consequences.

2 |
- Por d by AML
Containers Volumes: o ey
cl Container_wiew
w
OutReach (Capacity Planner)
— L
@ L
2 = :S Enter Additional capacity(GE): :l
@
& ’—’_’ 20 Click on the Volume refresh
- T e e chart when done
Time (UTCY 54 Feb 10 25 Feb 10 26 F2b 10 28 Feb 10
80
so [ Snapshot and volume size
@ ’——Volume size (estimated)
< 40 L . Volume size
n L. File system size (NAS only)
20
" . 13:58 22:10 622 T4:34
Time (UTCY 56 reh 10 26 Feb 10 27 Feb 10 27 Feb 10 I:l
Mote : Snapshats are stored outside the volume but they do share the same container space
.

The St or Trendsd capaci tcyhoépliasn neer &xCwelrheedst t ool
of IT administrators.

The other noteworthy features of SQL, in this context, are autogrow and
autoshrink. Autogrow allows you the ability to automatically grow the

database files when they get filled up. You may enab le this feature as they
also work well with thin - provisioned volume.

When you create a database, you must set an initial size for both the data
and log files. If you want to set database files to grow automatically, you
should also specify the Autogrow inc rement in megabytes, kilobytes,
gigabytes, terabytes, or percent, the default is MB. You can also specify a
maximum file size to prevent disk drives from running out of space.

Autoshrink is a feature best avoided, as it may result in fragmentation and
syst em performance dips due to file locking.

18
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Important

A Enable Instant File Initialization and use thin provisioning for database
volumes

A Use exact provisioned storage for Log volumes

A Monitor capacity utilization regularly and add capacity appropriately

A Enable autogrow

A Avoid autoshrink

Database volumes and RAID sets

It is mandatory to protect database volumes against disk failures with RAID.
Never use RAIDO for housing any database volumes as this offers no
redundancy. In order to determine the right RAID set for the database
volumes, it is necessary to understand the 1/O traffic on them. SQL uses
8KB random | /Os on the database storage, where as the Log writes are

sequential and employs bigger 1/0s. RAID 10 is therefore best to use for
database volumes. RAID 5, is more capacity efficient, but suffers from the
so-cal | ed-pbéewrailttey 6 for random writes. | t
RAID -1 volume. You may create tempdb on a separate RAID set. Ho wever,
putting tempdb and primary database inside the same RAID -10 container

may not be a bad idea when you have more disks in the RAID set.

Segregating log volumes from database volumes and placing them in

different RAID sets  has the added advantage of re coverability. SQL servers
allows you to recover one vol ume from the other  should a volume fail,
though this may be  time consuming and non  -trivial.

Calculating number of disks in a RAID set

The number of disks in a RAID set determines the | / O performance for that
set. Likewise, the type of disk used also governs the overall | /0
performance. Here is a simple way to determine the number of disks you

need for the RAID set that fields predominantly rand | /Os, if you know the

desired I0OPS for that set.
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RAID1 -- 1/Os per disk = [reads + (2 * writes)] / 2
RAID5 -- 1/Os per disk = [reads + (4 * writes)] / number of disks
RAID10 -- 1/Os per disk = [reads + (2 * writes)] / number of disks

Let us say you are using 15K RPM SAS disks and the desired 1/0 rates are:
Max disk Read | /Os per sec 2400 Max disk Write | /Os per sec 1600

Using the formula written above for RAID 10:

Max disk Read | /Os per sec 2400 + (2 * Max disk Write | / Os per sec 1600 )
/2

= Total | /Os per sec 2800

Assuming 15RPM SAS disks offer random IO p erformance of about 200

IOPS, your total number of disks would be:

2800/200 = 14 disk RAID 10 set.

Note that for OLTP, it is best to use high pe rformance 15K RPM SAS disks in
RAID 10 configuration, if you can afford. For OLAP, which deals with a large
volume size and the | /O performance may not be as random, it may be
alright to use high capacity SATA disks in RAID 5 configuration. You may
also consider using tiered storage for such capacity hungry environments.

For OLTP workloads, where performance is very crucial, you may consider
using a RAID 10 SSD tier.

Important

o0 For OLTP use 15K RPM SAS disks, RAID 10 for database and RAID 1
for Logs

o For OLAP you may consider SAT A disks in RAID 50 for database
volumes

o Always use hotspares

o RAID 5 willo ffer very poorread  performance while running in
degraded mode

0 Religiously monitor system performance, status and health

0 Use write -back for ACM, RAID and physical disks if you have U PSin
your system

o StorTrends o ffers exceptional Store Resource Monitoring Tools. Use
them regularly to understand and analyze your system behavior

20
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System Performance Report Lo
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Figure: StorTrends SRM performance charts
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Best practices for your SAN Network

Though it may not  be that intuitively obvious, this aspect of your
environment is equally important. Here are a few generic important guide
lines:

0 Use high performanc e links, a minimum of 1Gbe is required. You may
consider using 10Gbe infrastructure if your deployment needs that.

0 Use good quality managed Ethernet switches with support for Jumbo
Frames

o Employ multi -pathing and/or network teaming for performance and
path redundancy

o Ensure that your SAN Network does not have much contention or
packet losses otherwise there will be severe performance impacts due
to TCP/IP limitations.
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Resilient fault -tolerant clustered SQL servers with
StorTrends HA

Organizations implement database s to grant streamlined access to
data for running their business. This requires an implementation
strategy to ensure availability of service and data in the face of various
failures that could happen. Thus in larger Enterprises, it is almost
mandatory to  implement SQL solutions in a highly available clustered
environment. In this section, we focus on some of the essentials of
creating such a robust environment with MS SQL servers and
StorTrends.

Redundant application servers for Single site service prote ction

Traditional SQL fault -tolerance implementations depend on Windows
Clustered Servers to implement node or site fault tolerance. Single site

fault tolerance may link up to sixteen nodes all connected to the same
shared SAN storage. In most common sing le - site failure environments,
one node works as the Active node serving the database where as the

other plays a standby role. Should any hardware, OS or application

failure occur, the standby node fails over and takes up an active role.

Clustered SQL Nodes

Heartbeat >

/

Shared Store

/i
V/a

Figure: Clustered SQL servers
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Note that such a configuration guarantees SQL service availability in case of
application server outages, but offers no promise on SQL data availability

should the shared Storage server fail. Here is where the high - availability
feature of StorTrends comes into play. StorTrends utilizes Network
Virtualization and mirrored storage to implement a resilient fault -tolerant

configuration. Heartbeat modules running on both the StorTrends nodes
ensure that the survivi  ng StorTrends node takes on full responsibility should
its peer node fail. This failover generates appropriate events of monitoring

and management purposes, but otherwise the failover is transparent and is

not noticed by the clustered application servers.

The best way to implement your robustness strategy is to utilize Windows
cluster -aware SQL 2008 servers on top of W2K8 clustered nodes. The
clustered Application Servers in -turn share clustered HA SAN volumes
offered by a two node StorTrends HA configur ation.

Clustered
SQLservers

Clustered
SQLservers

-\

ﬂ StorTrends -HA

Figure: Components of a Fault  -tolerant SQL installation

While implementing such a robust strategy, it is essential to make sure that
your SAN network infrastructure is also resilient against component failures.
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The best way to implement this is to use redundant managed switches as
shown above with multiple Ethernet links.

Note that for clustered servers to work seamlessly with StorTrends HA
nodes, you need to make sure that the Windows 1/O time out is set to a
higher value (120 Seconds) in both t he Application Server nodes.

In order to work flawlessly with clustered SQL servers, the database
applications should also be developed with minimal cluster awareness. Ata
minimum, it must have transaction timeout values set adequately high and
should re connect to the database servers when it detects a node failure.
Microsoft has published various cluster APIs that may be used by the
database applications to ensure smooth operation of the applications in a
clustered environment.

Here are some recommendat ions:

o If you are using multiple SQL databases, then it is desirable to use
Active/Active SQL nodes for performance and load balancing.

o StorTrends offers the flexibility to create Active/Active Storage servers
with one Resource Group dedicated to each of t he two StorTrends
nodes. The care you must take here is to include all the volumes of a
database server (which form a consistency group) in the same

StorTrends Resource Group (RG). Place volumes of different database

instances on different Resource Groups.
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Figure: StorTrends HA resource groups (ManageTrends)

o Make sure that you use redundant Ethernet links and Ethernet
switches.

o Use Cluster aware applications and set appropriate timeouts.
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Summary

In order to extract the maximum benefit in a datacenter that employs
Microsoft SQL servers, one has to make sure that every segment of the
solution is well designed and optimally tuned. Here Is a quick summary of

the key considerations to be employed as a best practice:
Application (SQL) Server:

Use high-end, latest generation processors

Employ 64Bit Windows Server and SQL server

Use multiple CPU cores

Align partitions

Use NTFS instead of raw partition

Use 64KB Cluster size for NTFS

Customize checkpoints

Use autogrow with Instant initialization

Use jumbo frames

Employ MPIO for load balancing and fault tolerance

O O O 0O OO O o o o

Storage Server:

0 Use high speed SAS disks and multiple spindles
Use RAID 10 for database volumes

o O

initialization is on)

Use exact-provisioned volumes for log-files

Log-file container may use SATA disks

Use separate containers for Log files and database files
Enable Write cache if you have UPS

O O O O

General recommendations:

Design your database tables properly
Consult Microsoft best practices recommendations for SQL servers

O O O o

StorTrends HA.

Use thin-provisioned volumes and monitor space utilization regularly (make sure that instant

Make sure you run a proof-of-concept (POC) before putting it up in the production environment

Consider making a completely fault-tolerant infrastructure with Microsoft clustered servers and

o If utilizing clustered servers ensure that your client application is Cluster aware ¢ make sure that

you reconnect with the database on a node failure and have proper timeout values.
0 Monitor key parameters and alerts both on the application server and Storage Server
o0 Implement good DR practices by taking snapshots, backups, and with remote replication
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Conclusion

Data or information is the lifeblood for any business. No wonder SQL

servers, that manage this data, enjoy ubiquitous deployment in enterprises

world over. The success of business depends on how successfully an SQL
environment is configured. The challengi ng part is that a SQL configuration
in a datacenter has a very wide scope and touches just about every aspect

of IT infrastructure. Therefore, to administer such a configuration requires

an in -depth knowledge on the part of IT Administrator. He needs to be an
expert Database Administrator (DBA) with thorough expertise in Network
management and adeptness in SAN architecture. To spell out a cookbook

like recipe for implementing and managing such an environment is

impossible. However, there are certain ver y important guidelines which,
when followed, will set the journey on the right path. This document

endeavors to highlight some of these requirements without losing site of the
scope of the document. There are some very important criteria that have to

be h onored while planning and setting up your application servers. These

cover both hardware and software angles and are touched upon in this
document. Similarly, setting up the Shared Storage nodes optimally is an
equally difficult task. This document prov ides you with sufficient fuel to set
the motion on the right path. Another very important consideration is the

design architecture of the database itself.

Once you have implemented an optimal configuration, make sure that you
monitor key parameters of t he Application and Storage Servers religiously

and take necessary actions. SQL Servers and StorTrends come with built -in
smarts to ensure that most of what you have to otherwise do is
automatically handled for you. Microsoft offers various administrative tools

with its SQL servers  (Resource Governor for SQL 2008)  and StorTrends
offers extensive Storage Resource Management (SRM) tools to enable you to
effectively monitor and manage the environment.

Another key recom mendation is to have your backup and DR strategies in
place. StorTrends offers state ~ -of-the -art features like ROW snapshots,
Synchronous/Asynchronous replications and platform independent High
Availability to assist you in deploying a robust backup and DR strategy.
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