
VMware ESXi 4.0 ɀ Fault Tolarance setup 
with StorTrends HA 

Introduction  
 

VMWare is  one of the fore-runners in the server virtualization technologies that are revolutionizing how 

server resources are being procured, allocated and managed. Complex data center setups leading to 

power hungry, eco unfriendly, over-provisioned and under-utilized resources with high TCO are driving 

administrators towards virtualization. However, with more business-critical applications running in 

virtualized datacenters, the biggest threat is catastrophic situations where the failure of a single physical 

server will lead to loss of availability of a large number of services. VMWare solutions such as VMotion, 

High Availability, VMWare Consolidated Backup, VMWare Site Recovery Manager are some of the 

products that are targeted towards making the virtual machines available despite physical machine 

disruptions. Whereas the above mentioned solutions offer either the ability to handle planned physical 

machine down times (VMotion) or abrupt physical machine failures with a brief down time (HA or SRM), 

often server failures  occur unannounced and for business-critical applications even brief disruption in 

services may not be tolerable.  

Fault tolerance is a VMware feature available in the latest vSphere 4.0 for virtual machines to make 

guest operating systems highly available with zero OS downtime, zero application downtime and zero 

data loss during host failure. Once the FT is turned on for a VM, a secondary live copy of the VM will be 

created on the other hosts of the cluster and both the primary and secondary VMs will be kept in sync 

using VMWare VLockStep technology that establishes and maintains the active secondary virtual 

machine in virtual lockstep with the primary virtual machine. The secondary virtual machine resides on a 

different host and executes exactly the same sequence of virtual (guest) instructions as the primary 

virtual machine.  

The other crucial component of an enterprise is the Storage Server.  A truly fault tolerant data center 

environment require the deployment of a highly available and fault tolerant Virtual Storage server.  

StorTrends HA feature is designed to offer a continuously available Virtualized Storage environment.  

This document discusses the deployment of these two powerful and complementary technologies in an 

enterprise providing end-to-end service and data availability. 

 

 

 

 



 

 

 

High availability features offered in VMWare 

The need for robustness and redundancy is much felt and well understood today.  Even commodity H/W 

platforms come equipped with various such built-in reliability options and features. These include RAID 

for protection against disk failures, ECC Memory to guard against memory corruptions, multiple 

redundant field replaceable components which include fans and power-supplies.  VMWare extends the 

scope of availability by adding various reliability features in its software repertoire.   

Following table depicts the various available reliability options in VMWare.  The latest and most 

appealing feature in this line is the latest and greatest FT option introduces by VMWare in ESX-4 server 

product.  With this introduction, VMWare added the ability to deploy Fault tolerant servers in 

Virtualized Data-/ŜƴǘŜǊǎ ƎǳŀǊŀƴǘŜŜƛƴƎ ΨȊŜǊƻ Řƻǿƴ ǘƛƳŜΩ 

Availability Feature Protection Down time Introduced in 

NIC Teaming Network Link/Switch 
failures 

No ESX 2.0 

Storage Multi-pathing Storage Link failures No ESX 2.0 

±aƻǘƛƻƴ  ϰ Server maintenance No ESX 2.0 

High Availability (HA) Host and Guest failures Yes ESX 3.0 

{ǘƻǊŀƎŜ ±aƻǘƛƻƴ ϰ Storage Maintenance No ESX 3.0 

±/ŜƴǘŜǊ ϰ {ƛǘŜ wŜŎƻǾŜǊȅ 
Manager 

Site Recovery Yes ESX 3.0 

 

Table ς I:  VMWare high availability features 

A noteworthy point here is that all these features are available on standard commodity hardware and 

are OS agnostic.  Some of these , however, require systems with advanced processors and FT is one such 

feature. 

 

 

 



 

 

 

High availability features offered in VMWare 

Matching in every aspect to the various high availability feature of Virtualized servers offered by 

VMWare, StorTrends offers complementary and powerful redundancy features for the Virtualized 

Storage server.  Following table demonstrates the strong similarity between the two sets of redundancy 

and high availability options. 

 

Much like its VMWare counterpart, StorTrends offers utmost flexibility in running on off-the-shelf 

commodity hardware.  The focal point of this document is the latest introduction of platform agnostic 

3ÔÏÒ4ÒÅÎÄÓ Ά 
Availability Features  

Protection  Down time  Introduced in  

Network Teaming  Link/Switch failure  No iTX 2.6 

Multi -pathing  Storage Link failure  No iTX 2.6 

iTX Sync Replication  Storage Server 
failure  

Yes iTX 2.6 

iTX SAR Site failure  Yes iTX 2.6 

iTX HA Storage Server 
failure  

No iTX 2.7 
Non-Clustered 
Windows Server Only 

iTX HA+DR Storage Server 
failure  

No iTX2.7 Release 3.7 
Platform agnostic 



HA+DR feature of  iTX2.7 Release 3.7.  This feature complements ESX-4 FT configuration to  facilitate the 

deployment of a fully redundant and fault-tolerant datacenter. 

 
 

VMWare FT:  A brief overview  

VMWare FT provides transparent failover capability with zero down-time in a clustered Virtual Server 

environment even when a physical server fails.  At the very core of this functionality lies the VLockStep 

technology that ensures the two peer Virtual servers running in different Physical servers are always in 

sync.  There is a heart-beat module tied to the hypervisor that detects the failure of a physical server 

and instantaneously commissions the Secondary Virtual machine to take charge.  The network 

connectivity and transactions continue unhampered without any data loss.   

 

 

 

 

 

 

 

 

 

 



 

The VLockStep technology ensures that the two Virtual servers running in X86 environments runs 

identical instructions in the same sequence.  The non-deterministic events which include user inputs, 

network inputs and Disk reads are shipped to the Secondary server through the private network link.  

The outputs of the Primary server are the ones that take effect and the outputs of the secondary server 

are not committed. The following diagram demonstrates the packet transactions that take place over 

the private link to make sure that the two virtual servers run in coherent manner. The data traffic 

depends on the I/O load as shown below.  Note that the Primary/Secondary servers work as 

Active/Standby pair.  In the event of the failure of Primary server, the Secondary server assumes the 

Primary role transparently.  

 Now, another Virtual machine may be automatically configured to run in a different Physical server as a 

ƴŜǿ Ψ{ŜŎƻƴŘŀǊȅΩ ŜƴǎǳǊƛƴƎ ǘƘŜ Ŏƻƴǘƛƴǳŀǘƛƻƴ ƻŦ C¢ ŦŜŀǘǳǊŜΦ 

 

StorTrends HA: A comparative brief 

Very similarly, two StorTrends systems participating in a HA clustered environment are kept in-sync and 

coherence by mirroring the disk writes to the secondary Resource Groups hosted by the peer system. 

There, however, is a major difference in the StorTrends HA architecture.  These Virtualized Storage 

servers may run as Active/Active pairs with each node contributing to the I/O performance by 

functioning as the Primary server for a Resource Group.   The other not so tangible advantage here is 

that the network links which are full-duplex may be better utilized due the distribution of mirroring I/O 

load in different directions over the link. 



  

Prerequisites  and Requirements  
 

There are a number of pre-requisites that must be met for VMWare FT to be enabled. Some of these 

requirements are enumerated below. 

 Appropriate vSphere license 

 A minimum of 2 VMware hosts 

 Host hardware should support FT 

 Primary and secondary hosts should run same version (and build) of VMware server 

 Guest OS should be on the FT compatibility list 

 Guest OS should have only one CPU 

 Two 1Gb links in each host, one for FT logging and another for Vmotion 

 CPU virtualization should be enabled in all the host BIOS 

 Power management should be set to maximize performance in all the host BIOS 

 Primary and secondary hosts should share common storage (storage can be iSCSI , NAS or FC) 

and the VM files should be stored on them 

For a detailed description on the recommendations and requirements for VMWare FT, please see the following 

link:  http://www.vmware.com/pdf/vsphere4/r40/vsp_40_availability.pdf. 



 

 

Role of AMI StorTrends  server  

One common requirement for VMWare FT and VMWare HA is to have a common shared storage and 

as mentioned above FT will not protect VMs against Application server failures thereby making the 

storage server a single point of failures for critical applications. In order to ensure high availability of 

storage servers, AMI StorTrends iTX storage servers have built-in component redundancy available for 

every component failure including drives, power supplies, NICs. However, if the storage server itself 

fails then the applications can be stalled. StorTrends iTX High Availability mode comes to the rescue. 

By configuring 2 similar StorTrends units in a HA cluster, the virtualization setup is protected against 

storage failure also. The 2 units are kept in sync with each other so that if one of the unit has to fail, 

the other takes over the active IO load and continue the operations without any down time or data 

loss. 

Complete step by step FT setup 

 

Configuring a highly available, zero-down time virtualization setup with VMWare FT involves 2 broad 

steps 

1. To configure 2 StorTrends storage servers by creating Volumes and creating a HA pair between 

them 

2. To configure VMWare HA between 2 ESX (or ESXi) servers, create a VM on the storage volume 

configured in step 1 and enabling Fault Tolerance for the VM. 



Configuring the StorTrends iTX Volumes with High Availability  

1. #ÒÅÁÔÅ Á 3!. ɉÉ3#3)Ɋ ÖÏÌÕÍÅ ÉÎ ÐÒÉÍÁÒÙ 3ÔÏÒ4ÒÅÎÄÓ ÕÎÉÔ ÔÏ ÈÏÌÄ ÔÈÅ 6-ȭÓ ÄÁÔÁ 

 

2. Configure HA pair for the StorTrends volume with the secondary StorTrends unit. 

Assign it to a resource group with any specific alias IPs.  

 



3. After creating HA pair, confirm the HA pair and Resource Group (RG) information as 

shown in the following screenshots. The RG page will show the alias IPs used for 

accessing the HA pair volumes. 

 

 



4. Login to the HA volumes from each of the ESXi servers through the RG alias IP.   

 

 



Complete step by step FT setup 

1. Login to vCenter server  

 

2. Right click on the vCenter and click New Datacenter  to create a new datacenter  

 

 



3. Right click on the datacenter and click on New Cluster to create a new HA cluster  

 

4. Enter a name for the cluster, select turn on VMware HA and click next 

 


