VMware ESXIi 4. Fault Tolarance setup
with StorTrends HA

Introduction

VMWare isone of the forerunners in the server virtualization technologies that are revolutionizing how
server resources are being procured, allocated and managed. Complex data center setups leading to
power hungry, eco unfriendly, owgrovisioned and undeutilized resources with high TCO are driving
administrators towards virtualization. However, with more busiresscal applicationsrunning in
virtualizeddatacentersthe biggest threat is catastrophic situations where thagure ofasingle physical
serverwill lead to loss of availability of a large number of services. VMWare solutions shidhadion,

High Availability, VMWare Consolidated Backup, VMWare Site Recovery Manager are some of the
products that are targeted towards making the virtual machingailable despite physical machine
disruptions. Whereas the above mentioned solutions offer either the ability to handle planned physical
machine down times\(Motion) or abrupt physical machine failures with a brief down time (IH&RM),

often server failves occur unannounced and for businesstical applications even brief disruption in
services may not be tolerable.

Fault tolerance is a VMware feature available in the latest vSphere 4.0 for virtual machines to make
guest operating systems highly aaaille with zero OS downtime, zero application downtime and zero
data loss during host failure. Once the FT is turned on for a VM, a secondary live copy of the VM will be
created on the other hosts of the cluster and both the primary and secondary VMsewiéi in sync

using VMWare VLockStep technologlyat establistes and maintairs the active secondary virtual
machine invirtual lockstep with the primary virtual machin€he secondaryirtual machine resides on a
different host and executes exactthie sane sequence of virtual (guest) instructions as the primary
virtual machine.

The other crucial component of an enterprise is the Storage Server. A truly fault tolerant data center
environment require the deployment of a highly available and fault toleMdintual Storage server.
StorTrends HA feature is designed to offer a continuously available Virtualized Séorégenment.

This document discusses the deployment of these two powerful and complementary technologies in an
enterprise providing endlo-end service and data availability.



High availability features offered in VMWare

The need for robustness and redundancy is much felt and well understood today. Even commodity H/W
platforms come equipped with various such bdiitreliability options ad features. These include RAID

for protection against disk failures, ECC Memory to guard against memory corruptions, multiple
redundant field replaceable components which include fans and psupplies. VMWare extends the
scope of availability by addingrious reliability features in its software repertoire.

Following table depicts the various available reliability options in VMWare. The latest and most
appealing feature in this line is the latest and greatest FT option introduces by VMWare4rs&8er
product. With this introduction, VMWare added the ability to deploy Fault tolerant servers in
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Availability Feature | Protection Down time | Introduced in
NIC Teaming Network Link/Switch No ESX 2.0
failures

Storage Multipathing Storage Link failures No ESX 2.0
tazlAz2y n Server maintenance No ESX 2.0

High Availability (HA) Host and Guest failures | Yes ESX 3.0
{G2NY 3S £ a2, Storage Maintenance No ESX 3.0

+/ Sy GSNJ n { A SiteRecovery Yes ESX 3.0
Manager

Tablec I: VMWare high availability features

A noteworthy point here is that all these features are available on standard commodity hardware and
are OS agnostic. Some of these , however, require systems with advanced procedg$érssaane such
feature.



301 04 OA1 A O | Protection Down time | Introduced in
Availability Features

Network Teaming Link/Switch failure No ITX 2.6
Multi -pathing Storage Link failure No ITX 2.6
iTX Sync Replication Storage Server Yes iTX 2.6
failure
ITX SAR Site failure Yes ITX 2.6
iTX HA Storage Server No iTX 2.7
failure Non-Clustered

Windows Server Only

ITX HA+DR Storage Server No ITX2.7 Release 3.7
failure Platform agnostic

High availability features offered in VMWare

Matching in every aspect tine various high availability feature of Virtualized servers offered by
VMWare, StorTrends offers complementary and powerful redundancy features for the Virtualized
Storage server. Following table demonstrates the strong similarity between the twofgeumdancy
and high availability options.

Much like its VMWare counterpart, StorTrends offers utmost flexibility in running ethefhelf
commodity hardware. The focal point of this document is the latest introduction of platform agnostic



HA+DR featre of iTX2.7 Release 3.7. This feature complementd ESXonfiguration to facilitate the
deployment of a fully redundant and fattthlerant datacenter.

VMWare FT: A brief overview

VMWare FT provides transparent failover capability with zero dime in a clustered Virtual Server
environment even when a physical server fails. At the very core of this functionality lies the VLockStep
technology that ensures the two peer Virtual servers running in different Physical servers are always in
sync. Thre is a hearbeat module tied to the hypervisor that detects the failure of a physical server

and instantaneously commissions the Secondary Virtual machine to take charge. The network
connectivity and transactions continue unhampered without any daga.lo
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The VLockStep technology ensures that the two Virtual servers running in X86 environments runs
identical instructions in the same sequence. The-deterministic events which include user inputs,
network inputs and Disk reads are shipped to the Seconsiamyer through the private network link.

The outputs of the Primary server are the ones that take effect and the outputs of the secondary server
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are not committed.The following diagram demonstrates the packet transactions that take place over
the private link to make sure that the two virtual servers run in coherent manner. The data traffic
depends on the 1/O load as shown below. Note that the Primary/Secondary servers work as
Active/Standby pair. In the event of the failure of Primary server, the Sadary server assumes the
Primary role transparently.

Now, another Virtual machine may be automatically configured to run in a different Physical server as a
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StorTrends HA: A comparative brief

Verysimilarly, two StorTrends systems participating in a HA clustered environment are {sypiciiand
coherence by mirroring the disk writes to the secondary Resource Groups hosted by the peer system.
There, however, is a major difference in the StorTrendlsakthitecture. These Virtualized Storage
servers may run as Active/Active pairs with each node contributing to the 1/O performance by
functioning as the Primary server for a Resource Group. The other not so tangible advantage here is
that the network inks which are fultluplex may be better utilized due the distribution of mirroring 110
load in different directions over the link.
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Prerequisites and Requirements

There are a number of prequisites that must be met for VMWare FT to be enabled. Sdntigese
requirements are enumerated below.

Appropriate vSphere license

A minimum of 2VMwarehosts

Host hardware should support FT

Primary and secondary hosts should run same veigiod build)of VMwareserver
Guest OS should be on the FT compatibikty |

Guest OS should have only one CPU

Two 1Gb links in each host, one forlédgingand another folVmotion

CPU virtualizatioshouldbe enabled in all the host BIOS

Power management should be set to maximize performance in all the host BIOS
Primary andsecondary hosts should share common storage (storage can be iSCSI, NAS or FC)
and the VM files should be stored on them

For a detailed description on the recommendations and requirements for VMWare FT, please see the following
link: http://www.vmware.com/pdf/vsphere4/r40/vsp 40 availability.pdf.




Role of AMI StorTrends server

One common requirement fovVMWareFT andvMWareHA is to have a common shared storage and
as mentioned above FT will not protect VAgainstApplicationserverfailures thereby making the
storage server a single point of failures for critical applications. In order to ensure high availability of
storage servers, AMI StorTrends iTX storage servers have-toudomponent redundancy available for
every component failure including drive power supplies, NICs. However, if the storage server itself
fails then the applications can be stalled. StorTrends iTX High Availability mode comes to the rescue.
By configuring 2 similar StorTrends units in a HA cluster, the virtualization setup iepred against
storage failure also. The 2 units are kept in sync with each other so that if one of the unit has to fail,
the other takes over the active 10 load and continue the operations without any down time or data
loss.

Complete step by step FT setup

Configuring a highly available, zetown time virtualization setup with VMWare FT involves 2 broad
steps

1. To configure 2 StorTrends storage servers by creating Volumes and creating a HA pair between
them

2. To configure VMWare HA between 2 ESX (or ES¥@rsecreate a VM on the storage volume
configured in step 1 and enabling Fault Tolerance for the VM.



Configuring the StorTrends iTX Volumes with High Availability

1. # OAAGA A 3! . jE3#3)q O11O0i A ET DOEIi AOU 3071 040A

Advanced Storage Configuration Wizard @

\5 Configure new volumes and add to volume list. Click 'Finish' to create the volumes.,

Select Pool

Storage Pool Name: store
P Create Yolumes Enter Yolume Mame [ J
o Enter Volume Size I:| GEB

Finish [Available physical capacity: 187 GE. Awailable virtual capacity: 261374 GE]
Pravisioning Type ® Thin OExact Auto
Churk Size ® 64 kB
Dialect Type @ SAM MNAS

ﬂ MAS volume cannot be created when High Availability pair(s) exists,
[reate Mew Target | |

Add ko Lisk

Name Size Dialect  ChunkSize Provision Share/Target ShareType
O wrmwareft 30 GE SAN 64 KB Thin wwareft {11

Remaove from List

< Back | Finish | Cancel |

2. Configure HA pair for the StorTrends volume with the secondary StorTrends unit.
Assign it to a resource group with any specific alias IPs.

Replication Wizard @

\}t Summary of replication pairs and its parameters, Click on 'Finish' to complete the wizard.

4 %Select Replication Servers

Primary Server 10.0.5.156 Secondary Server 10.0.5.155
Replication Type High Availability Yolume Type SAN
re Replication Mode HANCDSM Resource Group Name RGO
_ Replication Parameters
Resync Priority (1-100%:) 25
Replication Pairs

rimary Yol Secondary Yol Size ChunksSize
torevrmwareft storefvmiwarelt 30 GE 6k

Select Replication Pairs

Please Click Finish Button to create replication pairs.

< Back Finish Cancel




3. After creating HA pair, confirm the HA pair and Resource Group (RG) information as
shown in the following screenshots. The RG pae will show the alias IPs used for

accessing the HA pair volumes.
eTrenc 10.0.5.156 Health : 4k : nudp m... [l

nin | Login Time: 11

G BOX-B [10.0.5.156] Create Mew HA Pair

=1 it L
_.jég;”tmf ol High Availability Management ®

#-:5RAID Management
=48 storage

Local Pool Remote Pool stare ]
Bl [ store
@ =AN volume Local Yolume Remote Yolume [servera ]
~{Jh NAS Volume
{2 Shares Yolume Size 30 GB Secondary IP 10.0.5.155
Targets
B :.fiReplicatiun Replication Mode HANODSM Resync. Priority
Bgsymchronaus Replication Role
g{;nsynchronous
| B High Availability Link Status Connection Mode Auto
= Resource Group

@ RGO Replication Progress
g store_serveré

i store_serverd \ 12l Capacity In Sync 100 %
- @ RGL
SRM B Capacity Out-Of-Sync 0 MB
[ Space Utilization
[11 ¥olume Performance [ out-0f-Sync Percentage 0 %

|l Workflow Management
- MConta\ner Space Management
[ Systemn Perfarmance
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>

- dataz
3l @ datal Resource Group Name [ran |
0 Ifh serverz
#- @ serverd

[

E

[

[

[E

E

s - =
5 gpeares sl £ s e e e
[E

E

[

[

[

[

0 Ifh servers -
D Alias-3 NIC-2 192.168.0.50 Edit
2-ifh serverd

]-@ server? m
]-{b serverd M
2| @ sanl

-
J @ssrvsrl
(@ NAS Wolume

I -0 Shares splt | Dekete
W @) Targets
=-{5Replication (N J
---‘fg‘SynchrUnuus
- ¢F5 Asynchronous
B o High Availability
E--aResuurcE Group
E-@RG0
= -l store_servert
g store_serverd




Help

4. Login to the HA volumes from each of the ESXi servers through the RG alias IP.
File Edit WYiew Inventory Administration Plug-ins

ﬁ a |E} Home b gf] Inwventory [ ﬁ Hasts and Clusters

g & &

| W Search Irvenkary

ator {¥mhba32}) Properties

General

Dynamic Discovery d Skatic Discovery

Send Targets

Discover iSC51 targets dynamically from the Following IP addresses:

I5CSI Server Address
10.0.6.50:3260
192,168.0.50:3260

Add... Remove

Settings. ..

EY

Configuration Alarms
Wwdapters Refresh Rescan...
| Type | waaeny
ftware Adapter
nba3z iSC51

Integrated Blades RAID Controller

ign. 1998-01. com. vmware:hast-163:

nball

Elock 5C3T
[
32 Froperties...
iSCSI Software Adapker
arne: iqn.1998-01 .canm, vraware:host-163
Alias:
cted Targets: 1 Devices: 1 Paths: 1
Devices | |Paths
ame | Target | L...| Status
20T iqn. 1991-10.com. ami:itx003045d80a1 a1 1 cheserver3:10.0.6.... 0 & Active (I}
il
X
| Tnitiated by

| wCenter Server | Requestec

]



Complete step by step FT setup

1. Login to vCenter server

File Edit View Inventory Administration Plug-ins Help

'Q Home b gF] Inventory D@ Hosts and Clusters

AMISTORAGE-¥Center, 10.0.5.159 ¥Mware vCenter Server, 4.0.0, 162856

Getting Started [ Datacenters,  Virtual Machines - | Hosts | Tasks &Events " Alarms

o Create a datacenter 2 A Add a virtual machine

Welcome to vCenter Server

You're ready to set up vCenter Server. The first step is
creating a datacenter

A datacenter contains all inventory objects such as hosts and
virtual machines. You might need only one datacenter. Large
companies might use multiple datacenters to represent
organizational units in their enterprise.

To get started, click Create a datacenter.
[} Create a datacenter

Permissions . Maps

close tab [X]

Virtual Machines

Datacenter

File Edit View Inventory Administration Plug-ins Help

‘Q Home b g Inventory b [E Hosts and Clusters

[ status |

Rename

Alarms

2] G e — PPN« Center, 10.0.5.159 YMware vCenter Server, 4.0.0, 162856
[E{ Mew Datacenter Ctrl4+D 1 | Datacenters ' Virtual Machines Tasks & Events
Add Permission. .. Ctrl+pP
Alarm »

% CPU |

Permissions ' Maps

% Memory | Memory Size |



3. Right click on the datacenter and click on New Cluster to create a new HA cluster

File Edit VYiew Inventory Administration Plug-ins Help

IQ Home P 55 Inventory D @ Hosts and Clusters

= (o) AMISTORAGE-vCenter

AMISTORAGE-vCenter, 10.0.5.159 ¥Mware vCenter Server, 4.0.0, 162856

5 g MNew Folder Ctri+F s | virtual Machines - ISt Tasks &Events | alarms .| Permissions | Maps
ir_ﬂ Mews Cluster... Ctrl+L \
B addHost... Ctr+H o ) ] - )
St New virtual Machine, ., Ctri+n ate ' Status I % CPU I % Memory i Memory Size
=5 ne ork Distributed Switch..,

Add Datastore...

Rescan for Datastores. .,

Add Permission. .. Ctri+P
Alarm >

Remove
Rename

4. Enter a name for the cluster, select turn on VMware HA and click next




