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Introduction

For any enterprise today, the dominant technology trend is ‘Virtualization’. Be it in the arena of application servers or in
the domain of storage servers, the central architecture is Virtualization and Consolidation. The benefits of this are plenty
and well understood. Some of the key advantages are:

e Reduced TCO

e Better and Centralized manageability

e Optimal resource utilization

e Less power consumption and Greener datacenter
e Small data center footprint

e Less noise

So no wonder, two complimentary technologies Application Servers and Storage Servers are marching hand in hand
playing the tune of Virtualization. Yes the scenario is really rosy, yet like any potent weapon proper care must be
exercised in deploying them or else the outcome may be fatal. The single most lethal threat that these consolidated
servers face is the classical ‘all eggs in one basket’ syndrome. Should one consolidated server go out, many facets of
the datacenter ‘die’ along with it. So the subject of Fault Tolerance becomes very crucial. In an effort to offer appropriate
solution to this threat VMWare has introduced the VMware-FT technology in its latest product line. Matching in
technology and sometimes excelling in merits, StorTrends has also introduced its revolutionary High-Availability
technology.

In this article, we will take a closer look at these two complementary fault-tolerance technologies.

Fault tolerance in Virtual Machines

In any enterprise, indubitably the topmost concerns are data integrity and the availability of service. Any interruption or
compromise in this area can lead to dire consequences, oftentimes beyond recovery. The situation gets aggravated in
datacenters deploying Virtual infrastructure for obvious reasons. Many Virtual servers live on one Physical server and
when the Physical server goes down all the virtual application servers are put out of service. VMware’s solution for this is
VMware-FT.

In datacenters hosting a Virtual server farm, whenever FT is enabled for a Virtual server, a copy of that virtual server is
automatically created and run on another Physical server. If VMware ‘Distributed Resource Scheduler’ (DRS) is enabled
then the most suitable System is chosen to host this ‘Secondary’ VM, alternatively a System has to be selected from a list
of available servers.
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Figure-1: VMware Fault Tolerance

The beauty of this solution is that it is OS neutral, meaning any application server may be enabled with FT irrespective of
the OS or application it is running. There is no necessity to make any changes to the OS or application to support this
fault tolerance. There, however, are some specific requirements to the H/W components like CPUs for this FT feature to
be deployed. Also, there is a rigid requirement for the two VMs (Primary and Secondary) to be running identical OS and
application codes.

VMware utilizes an innovative ‘vLockstep’ technology to ensure this fault tolerance. Here the two VMs run exactly
identical codes in locked steps. The Primary VM ships out all the non-deterministic events and packets like the
keyboard/mouse and network inputs to the Secondary over a high-speed network link.

The following diagram shows the data stream that is shipped to the Secondary VM.
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Figure-2:  VMware vLockstep technology (Active/Standby Nodes)
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When the Primary VM goes down due to the failure of the Primary server, the Secondary VM assumes Primary role.
VMWare utilizes Network virtualization where the complete Network identity of the Primary VM is taken over by the
Secondary VM ensuring transparent failover. Note that the VMWare infrastructure may automatically elect another Server
to host a new Secondary VM to ensure future fault tolerance.

In a VMWare FT environment, the secondary VM just acts as a ‘replay server’ wherein in it faithfully
mimics what is happening in the Primary VM. The Secondary VM receives all the inputs, but does
not contribute to the output sent either over the Network link(s) to the clients or to the data written

on the shared disks. The Primary VM is thus the ‘Active’ VM and the Secondary just plays a passive
role and acts as a Stand-by Server.

Fault tolerance in Virtualized Storage Servers

A datacenter that deploys a Server Virtualization infrastructure requires shared Virtual Storage Server(s) to host the Data
Stores for the VMS. Therefore, it becomes mandatory to ensure that this Shared Storage Server also offers a robust and
fault-tolerant solution. StorTrends Implements a very powerful HA solution to respond to such stringent demands. Here,
just like the application servers, another StorTrends server is used to act as the Secondary storage. During configuration,
you need to select an appropriate Secondary server and enable HA — that is all. Unlike the VMWare FT, which relies on
underlying shared storage, StorTrends HA works with mirrored storage. This way, with StorTrends HA there is no
common or shared resource between the two Nodes and the two servers can be used to offer a complete site fault
tolerance.
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Figure-3:  StorTrends High Availability (Active/Active Nodes)

StorTrends-HA architecture offers a very efficient load-balancing paradigm based on ‘Resource Groups’. You may
distribute the volumes housed in the StorTrends Servers into two Resource-Groups (RG). One StorTrends server,
thereafter, may serve as the Primary server for one RG and the second StorTrends unit may assume the primary role for
the other RG. It is the responsibility of the owner of the RG to mirror all the written data to its peer. Here the benefits are
twofold: First, the compute and I/O loads are shared by the two Servers and each plays an active role for a RG. Secondly,
since the disk Writes are mirrored to the peers in two different directions over the network link (one from A to B and the
other from B to A), the link bandwidth is used much more optimally over the full-duplex links.

In the event of a server failure, the surviving StorTrends server takes on the ‘Primary’ role for both the RGs. Here again,

StorTrends employs Network Virtualization and the surviving Server takes over the entire Network identity of the failed
Server. In this way, the failover happens transparently and in an OS agnostic manner.
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StorTrends-HA offers an Active/Active role in a fault-tolerant environment where both the server
nodes may play an active role in serving I/0Os. This gives better performance by offering compute,
I/0 and network load balancing.

Fault Tolerance

There may be various threats to an enterprise that potentially could adversely affect the functioning of a datacenter. In the
following sections we will take a quick look at some of the possible hazards and its effect on a datacenter that deploys
VMware-FT and StorTrends HA.

Software Crashes

Most of us are too familiar with these incidents these days. OS of a Virtual Machine may crash due to bugs in the kernel
and this could result in the infamous Windows Blue Screen pulling down the server. Applications running in the VMS may
also crash or terminate abnormally resulting in service unavailability. Incidents like Virus intrusions may also result in
service discontinuity at a minimum.
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Figure-4:  VMware FT and software crash

Such events, unfortunately, are not negotiated very well by VMware FT . The reason is obvious- both the VMs under
consideration execute the same codes and are thus prone to identical consequences. A crash in the Primary VM will also
result in a crash in the Secondary VM. This would, therefore, result in disruption in service availability.

With StorTrends-HA, if the primary server goes out of service due to a software crash, the secondary StorTrends node will
continue to run.
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Figure-5:  StorTrends HA and software crash

This is because the two nodes do not execute similar codes in locked steps. So under such situations, the Secondary

node will take over the role of the Primary server and the Storage Cluster will continue to offer service without hurting the
availability.

Software Upgrades

From time to time every server may need to get updated with newer code upgrades. This could be because of some
Security fixes, bug fixes or for any other reason. Since VMware-FT requires identical codes to be running in both the
VMs, one has to bring down both the VMs, upgrade them and then bring them back up. During this time, the VM cluster
will become unavailable. With StorTrends, unless the update is for a major version upgrade, you can upgrade one node

at a time while the other is serving the storage cluster. So during such updates, the storage cluster remains available for
operation.

Hardware Crashes

Due to hardware failures or node power failure, if the Primary VM node goes out of commission, the Secondary VM node
will always be available to take on the Primary role. SO such hardware failures will not hurt service availability.
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Figure-4: VMware FT and Server crash
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With StorTrends-HA too, the scenario remains the same. If the Primary node goes out due to H/W failure, the Secondary
node will take charge and the Storage cluster will continue to be available.

Feature comparison: VMware-FT Vs StorTrends HA

Feature

Technology

O/S neutral

Storage
Architecture

Peer replication

Software upgrade
Hardware crash

Software crash

Peer functionality

Summary

VMware ft

dVLockStep (Log
replication)

UNetwork Virtualization
UServer Virtualization

StorTrends HA

UBi-directional 1/0O replication
WUNetwork Virtualization
Storage Virtualization

Yes

Yes

Shared storage

Mirrored storage

Reads/\Writes/non-
deterministic events

Writes

Requires scheduled
downtime

Cluster remains available

System remains up
- auto failover

System remains up
- auto failover

Cluster goes down

Cluster remains available

Active/standby

Active/Active

Table-1:

VMWare-FT Vs StorTrends HA

With Virtualization making very strong entry into enterprises, the issue of fault tolerance is assuming significant
importance. There are various players in the Server Virtualization arena, but what put VMware ahead of the pack is its
feature rich offering. VMware with its latest introduction of FT fills in a gaping hole in the area of robustness of Virtual
Server farms. VMware FT enables enterprises to implement server virtualization in an OS neutral and platform agnostic
manner. It is a powerful feature no doubt, but it still is in its infancy. Currently only single processor VMS are supported
due to technical complexities of handling multiple CPUS in such an environment. It is also suggested that as a good
practice, even when FT is deployed, other subcomponent level redundancies like Network teaming etc should be

implemented.

A key component of a Virtualized datacenter is the shared storage server. Availability and fault tolerance of this underlying
storage server is also very crucial. StorTrends with its High Availability offering makes it a very attractive candidate for the
virtualized storage server in such enterprises. Here also, it is recommended to implement sub-component level

redundancies like RAID for disk failures and network teaming for network related aberrations.

When both VMware-FT and StorTrends HA are deployed in a datacenter, apart from the many powerful features that
these two products roll out, you also get the added comfort of heightened robustness and fault tolerance. This article
discusses these two fault tolerance technologies and brings to light some of their similarities and distinguishing features.
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Why AMI?

AMI offers a wide array of disaster recovery and high availability solutions for your business needs. We provide services
that range from storage needs analysis to the design and implementation of a custom disaster recovery solution. We
can help your business plan for when things are at their worst, while reducing the cost and complexity of your storage

environment. For more information on AMI StorTrends solutions, visit www.StorTrends.com, email to sales@ami.com, or
call (800) U.Buy.AMI.
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