
 

 

       

 
 

Protecting Enterprise Data with Microsoft DPM 2007 
 

© Copyright 1998-2008 American Megatrends, Inc. 

All rights reserved. 

American Megatrends, Inc. 

5555 Oakbrook Parkway, Building 200 

Norcross, GA 30093 

 

TRADEMARK AND COPYRIGHT ACKNOWLEDGMENTS 

This publication contains proprietary information that is protected by copyright. No part of this publication can be 

reproduced, transcribed, stored in a retrieval system, translated into any language or computer language, or transmitted in 

any form whatsoever without the prior written consent of the publisher, American Megatrends, Inc. Trademarks and trade 

names may be used in this document to refer to either the entities claiming the marks and names or their products. 

American Megatrends, Inc. disclaims any proprietary interest in trademarks and trade names other than its own. 

 

FOR ADDITIONAL INFORMATION 

Call American Megatrends at 1-800-246-8600 for additional information. You can also visit us online at ami.com. 

 

LIMITATIONS OF LIABILITY 

In no event shall American Megatrends be held liable for any loss, expenses, or damages of any kind whatsoever, 

whether direct, indirect, incidental, or consequential, arising from the design or use of this product or the support materials 

provided with the product. 

 

LIMITED WARRANTY 

No warranties are made, either express or implied, with regard to the contents of this work, its merchantability, or fitness 

for a particular use. American Megatrends assumes no responsibility for errors and omissions or for the uses made of the 

material contained herein or reader decisions based on such use. 

 

DISCLAIMER:  

Although efforts have been made to assure the accuracy of the information contained here, American Megatrends 

expressly disclaims liability for any error in this information, and for damages, whether direct, indirect, special, exemplary, 

consequential or otherwise, that may result from such error, including but not limited to the loss of profits resulting from 

the use or misuse of the information contained herein (even if American Megatrends has been advised of the 

possibility of such damages). Any questions or comments regarding this document or its contents should be addressed to 

American Megatrends at the address shown on the back cover of this document. 

American Megatrends provides this publication ñas isò without warranty of any kind, either expressed or implied, including, 

but not limited to, the implied warranties of merchantability or fitness for a specific purpose. Some states do not allow 

disclaimer of express or implied warranties or the limitation or exclusion of liability for indirect, special, exemplary, 

incidental or consequential damages in certain transactions; therefore, this statement may not apply to you. Also, you may 

have other rights that vary from jurisdiction to jurisdiction. This publication could include technical inaccuracies or 

typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new 

editions of the publication. American Megatrends may make improvements and/or revisions in the product(s) and/or the 

program(s) described in this publication at any time. 



  

 
© 2007 American Megatrends Inc. ï Product Specifications Subject to Change without Notice 

 

 

 

Introduction 
 

Data protection is perhaps the most talked about topic today and therefore does not need any introduction. Enterprise 

information protection no longer remains an afterthought but is an integral part of any Data Center.  Though the majority of 

Enterprise Data Centers use a heterogeneous mix of Microsoft Application Servers, till recently there was no consistent 

and unified approach for protecting this enterprise data that is the lifeblood of any industry. So there remained a huge 

knowledge and expertise gap in efficiently administering Application Servers and reliably protecting the data. Application 

Administrators generally possess an in-depth knowledge about the Application Server dynamics and its management, but 

have to rely on Storage and backup experts when it comes to DR situations. Third party backup solutions from different 

vendors further complicate the situation because there is no consistent approach to this protection task.  With the 

introduction of Data Protection Manager, Microsoft has ushered in a new era in the area of Windows data protection.  

DPM with its application aware protection approach has raised the bar for DR. Windows data protection no longer remains 

a disconnected and disjointed task, but is now viewed and experienced as a seamless and integrated extension of the 

respective Application Server deployment. 

 
Though DPM 2007 can be used to protect Servers in a Direct Attached Storage (DAS) environment, recent proliferation of 

Application servers in IP_SAN infrastructure is now witnessing more and more DPM deployments in such scenarios.  

StorTrends with its various storage virtualization features complements the DPM server and makes protection with DPM a 

much more enjoyable experience.  This document discusses Microsoft Data Protection Manager deployment and the 

advantages offered by StorTrends in facilitating the DR tasks. 

   

                    

Protecting Enterprise data with Microsoft DPM 
 

DPM offers an integrated backup/recovery tool for MS Application servers in an Active Directory Domain. 

If you are running a Data Center populated with Microsoft Servers, as is most often the case, then DPM V2 provides a 

native Backup/Recovery solution. DPM offers an integrated and seamless experience of application deployment and its 

much needed DR strategy.  You no longer have to depend on third party backup/recovery solutions for your DR strategy. 

Current version of Data Protection Manager ( DPM V2) supports the following: 

 

 Windows XP SP2 and all editions of Windows Vista that can belong to a domain 

 Microsoft Exchange Server 2003 SP2 and Microsoft Exchange Server 2007 Storage Groups 

 Microsoft SQL Server 2000 SP4, SQL Server 2005 SP1 databases 

 Windows SharePoint Services 3.0 and Microsoft Office SharePoint 2007 farms 

 Microsoft Virtual Server 2005 R2 SP1 host and guest configurations 

 File Servers (CIFS Shares) 

DPM can protect either 32bit or x64 Operating Systems 

 

DPM is targeted at offering protection to a wide variety of heterogeneous Microsoft Application servers in enterprises of 

different sizes.  DPM, due to its extensive flexibility needs careful configuration of the protection tasks.  Microsoft has 

made these varied configuration chores very easy by Introducing  application aware wizards.  As a result, now backup or 

recovery tasks do not require the application administrators to be Storage or Backup experts.    

 

Deploying DPM in a Data Center begins with the installation of DPM Server and various application agents on all the 

protected Production Servers. 
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Following are some points that need to be considered before installing and deploying DPM: 

 

 DPM must not be a Domain Controller 

 DPM should be run on a dedicated server or a Server Appliance 

 DPM and the Protected Server should be in the same domain, or a two-way trust must exist 

 At least 1GB of RAM in the DPM Server (preferably 2GB) 

 DPM must be installed on a Windows Server 2003 SP2, Windows Server 2003 R2 with SP2, Windows Storage 

Server with SP2, Windows Storage Server R2 with SP2 or Windows 2008 

 The domain controllers must be running Windows Server 2003 or Windows Server 2003 R2 

 

All the Servers protected by DPM needs to run DPM agents.  As shown below, DPM offers two categories of agents: 

 

1) Standard DPML agent which is essentially a File Server backup agent. 

2) Enterprise DPML Agent, which offers application server aware protection for Exchange, MS SQL, SharePoint and 

Virtual Server 2005 R2. 

 

 
 

DPM provides data backup and recovery for heterogeneous Microsoft Application servers using an application aware 

approach offering holistic and seamless data protection.  DPM deployment requires the installation of a Microsoft Active 

Directory Server.  All the Application servers that need to be protected have to be registered with the AD Server.  DPM 

discovers these servers and through recovery and protection wizards, guides the Administrator to configure his protection 

tasks and also helps to recover data when the need arises.  The following figure depicts a typical Microsoft Server based 

heterogeneous environment protected by DPM server 2007. 



  

 
© 2007 American Megatrends Inc. ï Product Specifications Subject to Change without Notice 

 
 

In the figure above, the Application Servers are in DAS (Direct Access Server) configuration with their own private 

storage.  The industry is now moving away from this DAS environment since multiple points of manageability makes 

management very difficult and also storage scalability and utilization of storage capacity is very poor.  So IP-SAN 

infrastructure is now a key component of the present day Data Centers.  StorTrends with its various Storage virtualization 

features and most notably thin-provisioned storage architecture provides a very efficient and cost effective alternative.  

The following figure shows how Microsoft Application Server based data centers can be effectively protected using DPM 

Server and StorTrends in an IP-SAN environment. 
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It must be noted that the capacity requirement parameters are very different for the Production Servers and the DPM 

Server.  Production Servers typically may need high-speed Storage capacity for maintaining satisfactory I/O performance.  

DPM Server, on the other hand, requires large storage capacity (since multiple instances of data are saved) but is not so 

demanding on I/O performance as it does not cater front-line production service.  StorTrends, with Ibility to support both 

high-speed SAS disks and relatively low-cost and high capacity SATA disks in the same SAN network can really turn in a 

win-win situation. 

The first step is to install DPM components in all the protected servers and the stand-alone DPM server.  The installation 

process is straight forward and wizard driven.  As shown below, DPM offers D2D, D2T and D2D2T types of protection. 

 

DPM 2007 Administrator Console 
 

The first task after installing the DPM components Is to configure the protection tasks.  All DPM administration and 

management can be done by either using the Administrator Console or the DPM management Shell that allows the usage 

of PowerShell. 

The tool essentially provides five top-level menus: 

Monitoring, Protection, Recovery, Reporting and Management. 

Upon installation of DPM, one of the initial tasks is to define the protection group.  This is done by selecting the Protection 

Tab. 

 

This tab allows the management of Protection Groups, protection schedules, disk allocations and such. We can also 

synchronize and create a Recovery Points. We can see all the servers in the Protection Groups from the servers 

registered with the AD Server in the domain. 

Here you select  Application Servers and files/folders or databases to be protected.  All components that are protected 

under similar schedules and other protection parameters are defined under a named protection group. 

 

 
DPM 2007 Administrator Console 

 

All DPM Protection is defined in the Protection Group.  A protection group defines retention range, how often 

synchronization will occur, how many recovery points will be available, where the protection will be kept, etc.  

The Protection Group wizard allows you to select the Group members that have to be protected using identical protection 

criteria. 

In the Select Group Member page, we can see all the servers that have been installed with the DPM Agent. We can 

choose several items at the same time. In the same group you can protect various items such as Exchange Server 

Cluster, Shares, Volumes, System State and SQL as well.  

DPM is application aware, and thus we do not need to specify the path of Exchange and SQL database and log files, just 

select the component (SQL Databases or Exchange Mailboxes) and DPM will automatically figure out the components to 

protect.  
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Select Data Protection Method page is used to define the Protection Group name and we can define which method we 

are going to use in this protection group: Disk (short-term protection), Tape (long-term protection) or both. Only the 

available options will be displayed, for example if a Tape unit is not installed, then the Tape protection option will be 

disabled. 

Depending on the type on Recovery intended, DPM offers you to specify short-term (for D2D) or long-term (for D2T or 

D2D2T) recovery schedules.  If both disk based and Tape based recovery is selected then DPM will automatically perform 

D2D2T operation maintaining both the short and long term goals. The following figure shows a typical short-term goal 

setup screen. 

 

 

Short term goal selection 

In the event DPM discovers the presence of Tape units, then long-term protection strategy options are also presented.  As 

shown below, the same two business driven questions are posed: 

How often you would like to protect the data on Tapes and for how long you would like to retain them. 

 

Long Term Goal Selection 
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Finally you are presented with the summary page where all the selected options are displayed for review before you 

commit the selections. 

 

Monitoring 

This area allows you to monitor the status of DPM Operations, and is divided in two distinct tabs: Alerts and Jobs. 

Alerts: This tab displays messages about agents, backup and restore procedures.  

Jobs: Show the status of jobs and the tasks associated with them. 

Recovery 

Recovery Area allows you to recover data that has been protected by the Protection Groups. All the servers and protected 

items are presented in a single view.  Therefore, there is no need to move from the screen to do an Exchange, 

SharePoint, SQL or a Windows File Server restore procedure. A Calendar and Clock is displayed to show the dates and 

times from which one can restore the data. You can also see which media has the selected recovery point (disk or tape). 

  

 

Selecting Restore Point 

One can use the Search Tab to find available recovery points using variables, such as: file or folder name, recovery point 

range and the original location. 

 

Reporting 

The Reporting Service generates reports that help the administrators to measure some parameters, such as: statistics, 

performance that might help with hardware resource and capacity planning. 

 Disk Utilization, Protection, Recovery, Status, Tape management and Tape utilization charts are collected and displayed 

as shown below. 

 

DPM Report Charts 
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You can also configure the reports to be generated on a regular basis and sent to selected e-mail recipients. 

 

Management 

One can control the network bandwidth used by a DPM server through this menu. 

In the Display Pane click on the designated server that you want to throttle. 

Next, click on Throttle computer in the Action Pane. In the Work Schedule section you can configure the days of the week 

and the start and end time, everything outside of this is non-work hours. After configuring the work hours properly you can 

assign throttling.  By default, when the Throttle feature is enabled the default value will be 128 Kbps for Work hours and 

9999 Mbps for non-work hours (unlimited), as shown in Figure. 
 

 

Transport throttling with DPM 
 

A deeper look at how DPM works 

 

Upon configuration of the protection tasks, DPM server has to first perform initial synchronization or base-line replication.  

This is done by taking a snapshot and then replicating it to the DPM Server disk pool. 

DPM offers an application aware backup environment providing near-continuous data protection.  

There are two processes that work hand-in-hand to offer this granularity of protection.  There is a patented file block 

filtering mechanism used that first maps out the disk blocks constituting the files of interest that has to be protected. For 

example, if DPM is configured to protect an SQL data base, then it will automatically figure out the constituent files and 

the aggregate block map as shown below (Green blocks are the ones of interest here). Note that these blocks also 

constitute the data that has to be initially replicated as a part of base-line synchronization. 

  



  

 
© 2007 American Megatrends Inc. ï Product Specifications Subject to Change without Notice 

 
 

Volume Protection Block Map 

 

After the initial full synchronization of the mapped blocks, DPM does not have the need to ever transfer a complete data 

set. 

The ñsecret sauceò for this protection recipe is Microsoftôs VSS service.  When it is time to send the next protection image, 

DPM only sends the blocks that have changed from the previous replication (these are depicted by the red blocks) 

 

  
 

Block Map showing altered blocks 

 

 

The DPM agents on the Protected server then takes a VSS (application aware) snapshot of the volume(s).  It then mounts 

the read-only snapshot to send out the changed blocks to the DPM server.  This mechanism of sending minimal data is 

called ñExpress Fullò backup.  During recovery act, DPM server can always recreate the data from the previous full 

backup and a series of express-full backups.  These express-full backups may typically be done a few times a day, or at 

most every 15 minutes.  This is the protection mechanism used by DPM for backing up File-Server (shares), SharePoint 

Servers and other non-transactional Microsoft Application Servers. However, for Application Servers like Exchange and 

SQL which maintain transaction logs for their operation, DPM uses a mechanism called periodic transaction-log 

replication to ensure protection at transaction granularity.  Here transaction logs are shipped every 15 minutes to the DPM 

server bridging in the gap between two adjacent express-full backups.   
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So for these servers, intermediate transactions can be recovered by first recreating an earlier image from the express-full 

backups and then replaying the transaction logs recorded from that time. 

StorTrends volume cloning feature for performing fast initial base-line replication 

 

Base-line replication with volume cloning 

The very first task that has to happen after defining protection groups is to perform initial synchronization of protected 

Production Server volumes to the DPM Server storage pool.  This is typically done by the DPM Server which interacts 

with the agents running in the Protected Servers.  The data is taken out over the LAN transport stressing CPU utilization 

in the Protected Servers as well as in the DPM Server.  Also, the traffic over the LAN infrastructure interferes with the LAN 

traffic for the production I/O load.  StorTrends with its efficient snapshot architecture and volume clone capability offers an 

elegant and time saving approach in performing this initial synchronization.  DPM allows the creation of óCustom Volumesô 

to achieve this end.  As the figure below shows, first a read-only snapshot is created for the Production Server volume. 

Next, using StorTrends volume cloning feature, this volume can be cloned to another internal volume defined in a different 

container in the same storage unit.  

 




